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Assessing Claude Mythos Preview s cybersecurity capabilities
https://red.anthropic.com/2026/mythos-preview/

A 27-year-old OpenBSD bug
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https://red.anthropic.com/2026/mythos-preview/
https://ftp.openbsd.org/pub/OpenBSD/patches/7.8/common/025_sack.patch.sig
https://ftp.openbsd.org/pub/OpenBSD/patches/7.8/common/025_sack.patch.sig
https://ftp.openbsd.org/pub/OpenBSD/patches/7.8/common/025_sack.patch.sig

“OpenBSD—an operating system known primarily for its security”
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« BSD(Berkeley Software Distribution) EH3E® 0S
—Linux & (354

e Linux &EM3ELY (BSD % 0S DFFHEN )
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« portability ( #Z#EME )

. standardization (AZX¥EADAEHL )
 correctness ( IEFEME)

e proactive security (EHINEEF1VT )

. integrated cryptography (&I NIZEESHLEE )
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https://www.openbsd.org/security.html
https://www.openbsd.org/crypto.html
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« Proactive security (&#lBGELEFa1 VT )
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* input (FEIHSEDZIDOH
© BAREBERIESNTVEH char buf[100];
© BUOHLTTCFIvISTNTULSIH
o buf DAZ S FAYICHHH strcpy(buf, input);
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- HMEER » libc, libcrypto/d&
« OpenSSH S 7S OFEEE bump
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OpenSSL — LibreSSL
Apache — Nginx

— (OpenBSD httpd
Sendmail — OpenSMTPD
ntpd.org — OpenNTPD
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“OpenBSD Innovations”
https://www.openbsd.org/innovations.html ( #J 150 {4 )
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https://www.openbsd.org/innovations.html

WEEZ S I (1)

“Only two remote holes in the default install,
in a heck of a long time!”
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sudo vs doas

e doas — sudo @ OpenBSD (C K BB E
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sudo doas
BET P 17943 1413
Y—ZOJ—k | 178,38117 718217

# wc doas.conf

14 82 577 doas.conf

# wc sudoers sudo.conf

48 212 1499 sudoers

131 687 4384 sudo.conf

179 899 5883 total

# wc find . -type f -name '*.[ch]' -print’
498 1580 11133 ./doas.c

49 221 1393 ./doas.h

235 706 4943 ./env.c

782 2507 17469 total
# wc find . -type f -name '*.[ch]' -print’
(466 EIDY—RT71IL)

178381 650481 5720935 total
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WX (write XOR execute)
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mmap(RWX): Not supported
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Library order randomization

Kernel relinking at boot
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HERRINZE / HERR MK

OpenSMTPD ( X—JLH—/\ ) DOl
e root: YXXA—2OTX
- M=k 250 bind PFPOCIOEMEE. root HERNNHETIRIE

e _smtpg: =} _Mfﬂ USER PID %CPU %MEM TT STAT ~ TIME COMMAND
root 81446 0. .0 7?7 :00.01 /usr/sbin/smtpd
* —Smtpd ) %@ﬁﬂ@%fi _smtpd 74529 0. .0 7?7 :00.01 smtpd: crypto (smtpd)
_ jDD ~ )b@g"'éﬂzﬂé _smtpd 24094 0. .0 ?? :00.01 smtpd: control (smtpd)
_smtpd 66206 0. .0 7?7 :00.01 smtpd: lookup (smtpd)
Ir 3 ~ S
- 75'“:1:}%55\ 7:3\ é: _smtpd 7441 0. .0 7?7 :00.01 smtpd: dispatcher (smtpd)

_smtpq 44139 0. .0 7?7 :00.02 smtpd: queue (smtpd)
_smtpd 24311 0. .0 7? :00.01 smtpd: scheduler (smtpd)
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pledge / unveil X Ld—Ib

/* pledge OFEZ (ping AR ) */

° pledge _ r*ugqg’éjc%%ﬁgj % if (pledge("stdio inet dns", NULL) == -1)
HEDNUHEE (ZEH) err(1, "pledge");
_ /* pledge LTWRWI 71 )LIR{EEEIT */
ZH L TOROEEEES - T [ o -
5 _?,ﬁgT if ((logfile = fopen("/var/log/messages”, "r"))

I= NULL) {
e unveil - [77OLXLTLL

FALORY] EHEHUSHE |
S, TN T O ERAT felose(logflle);

{5 :Firefox ¢ Downloads }

printf("/var/log/messages opened\n");
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* OpenBSD [CHBANFZIMNZ T, FDFTIEH
° OpenBSD ML+ 1Y F r#EE= (T TR THE

° OpenBSD DTF 1Y F r#eE(c ET’E — live media DEFMEEFIE
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ramdisk root

7

SAMRD T 7 1)U X5 L
e /sysmedia

X

e 0S &{F ((F(XZRD 0penBSD)

e Read Only VO

e /ram

« AIZED (= 1-—YIRIR)

« XE®'Y L, EHEM., RW

« usbfadm (c & D ki#x{bE B EE

kernel built-in
| — di

Fugulta media (DVD or USB)

bo

bsd-fi

bsd-fi.mp

etc == hoot.conf
iugulh-es-amdsd.ﬂs/yng

filesystem image / L

= altroot

=bin == cd
= dev

= clc

= home

= root

- =

= =s0o
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Fugulta’s file layout (boot mode 0)

m— iount point

— directory
ordinary file
symbolic link — se—

[ ]
[ ]

unwritable device
writable device
AY
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EHTE—RICEDIRELARNILORAZE
- EFE—R1

/bin, /sbin, /usr (X RO, ZFNLAHIERW -+ EfTNTFUETHEZ
A8, pkg_add EAH

- EBEE—R2
LTHMMFS E. RW, 7272 L usbfadm sync U7&U\IR D fEH
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fiupdate (FuguIta Update) (C&B IR T LEH
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